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BACKGROUND - PROJECT NEED

Individual utilities have developed a range of
standards associated with their SCADA systems
from the very basic to the highly sophisticated
dependent upon organisational strategy, size
or capability.

These standards are generally prepared in
isolation and do not provide clear benefits
across different utilities nor to the wider market
place in providing SCADA solutions.

There is also no clear guidance to current
industry practice in application of SCADA
systems to water utilities.
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BACKGROUND - STAGE 1 -2015/16

It was considered that it would be highly
beneficial to all water utilities if there were @
common set of standards or guidelines that
were available for all aspects of the SCADA
lifecycle.

The Mechanical, Electrical and SCADA (MES)
CoP recommended a project to produce a
WSAA endorsed SCADA Guidelines which
would provide direction in the development
and implementation of SCADA systems for the
Australian Water Industry.
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BACKGROUND - STAGE 2-2017/18

Expand the scope to cover field equipment
and Data Analytics/Business intelligence in
respect to SCADA data.

Update the Guideline to address a range of
suggestions in relation to the Guideline and in
particular to provide a detailed tool to assist
with benchmarking the SCADA Maturity model.

Update any errors, omissions or improvements
(including statutory and regulatory) identified
prior to the release.
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BACKGROUND - PARTICIPANTS

STAGE 1

Mark Abela (TasWater)

« Jim Baker (Water Corporation)
*  Matthew GCirills (Barwon Water)
* Luke Hellowell (Segwater)

« Scott Humphreys (Water NSW)

 Matthew Nicholson (East
Gippsland Water)

« Ben O’Halloran (Coliban Water)
« Dan Smith (Coliban Water)
* Michael Wassell (Sydney Water)

STAGE 2
«  Michael Wassell (Sydney Water) JACOBS

« Jim Baker (Water Corporation_

* Ross Foster (SA Water)

« Daniel Smith (Coliban Water)

* Luke Hellowell (Segwater)

» Russell Riding (Melbourne Water)

« Deva Chinnarajan (Lower Murray
Water)

Svdney

WATZR
QWATER

& SAWater
Coliban

WATER

Melbourne
X Water

@
seqwater
~

LOWER MURRAY
WATER

=

WATER SERVICES

=
A
>
W
O
o
N
2
oo
»
0
>
O
>
@
=
O
m
—
Z
m
<
2
(=)




CONTENT - STRUCTURE

Part 1 *SCADA Systems Overview
«SCADA Lifecycles

*Application of the Guideline
*SCADA Capability and Maturity Model

Guidance on Use
of the Guidelines

Part 2 ,
*Corporate Policy

NN  *Safety, O&M Palicy etc
with Business *Business Continuity Policy

Policies *ICT Policy

Part 3

=Plan, Design, Procure
*Construct and Commission
«Operate, Maintain and Dispose

Specific Guidelines

for SCADA
Systems
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CONTENT - STRUCTURE

STRUTURE OF GUIDELINE SECTIONS

Level

Heading

Purpose

XX

Rationale/Qverview

This outlines the context of what this section of the Guideline is covering,
key definitions for major topics and key concepts. This section is purely
informative, which may guide the application process.

KAK2

Minimum Acceptable
Requirements

These are normative requirements that are the minimum level acceptable
that a Water Agency seeking to implement the Guideline will implement.
These typically are correlated to the Level 2 of the Capability Maturity
Model.

XKK.3

Good Practice

These are normative requirements that are recognised as providing good
level of performance that meets the technical needs of a Water Agency.
These typically are correlated to the Level 3 or Level 4 of the Capability
Maturity Model.

XKx4

Best Practice

These may be at times aspirational practices and requirements which
however are still practical and achievable and are recognised as providing
a Water Agency the best results to achieve high levels of performance.
Thise typically are correlated to the Level 4 or Level 5 of the Capability
Maturity Model.

XAE5

References

This contains informative relevant industry reference documentation that
outlines material that may be used to help a Water Agency apply the
Guideline.

XAKB

Examples

This contains informative examples of how other Water Agencies have
implemented processes, requirements and practices to meet requirements
of this Guideline for this section.

<

WATER SERVICES

=
A
>
w
o
b
N
2
o
»
0
>
O
>
Q)
=
O
m
—
Z
m
<
3>
(=)




CONTENT - SCOPE

SCADA
SERVER

HISTORIAN
SERVER

Level

Communications
Network

—] ENTERPRISE
SYSTEMS

GUIDELINE
SCOPE
BOUNDARY

............

FIELD DEVICES
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CONTENT - MATURITY MODEL
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CONTENT - OVERVIEW
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CONTENT - APPENDICIES

v —\

Taswarer
Prociss Alanms s & contsel nd reduce il Wa?
u:n.qmdmnmum:mm:
e T T e T AR ——
A Py e Sydney Water e —

e St

Integrated Instrumentation (

LT Telemetry System (lICATS)
Alarm Management Philosophy

Crinesd 5% of total
High { Concitiseal High | 15% of wtal
Low B of wtad

6.5  Other event notification types

I RSEtion 10 thi dove dlims shich e erunciated on ha alam kst and by

Gvenl typeck dre abio in use. Prociss end System events whath &6 st mest

Above My be Ssplayed in the Contrel Syasem as ane of B folowing:
Table 3 Other Event Types

= — —
_ = L principies. =~ ==Z090 0 |

ad 4

e e ‘ =
P«uoﬂ Pratormed an
Proposw Projoct fret I

Evert (Joumal) An wvent which requires

Log bt 0o cpsritor action. 1 is not ad

s A didgram that shows he ctivites s avalabhe bom Abous Ihe Crociss -
Maitdenancs Alases This alaes does not regquine action fros mmnmmmmm

iniltes & Malennce acton
513 Plan Land Servicing

Ever oumal bevd abnoemal wents ar Uhom Tral recuine 1o cperatan natfy

Duwslopmant Services Branch faclta the And provieion of water servces for land
Slarme ase tyically assigned for user actons, aoml devics opaaations, 8qy and buddieg Savalgenent and secures el and walir infrastrchare e laset
fecorde. plaming procis. Tha procisd contibulics on dvirage ovr $200 milon in assuts
Manlenance Al et d thal Tt rneguine the Elecrioall Machanical = And haacdwork's changes and devately 20,000 new sty
fix & Srdicn. This werks would typically b fieed within & 4 wesk pariod. - oA by e and dairinid A

The e of process deviation alems shall be seaticled 1 Nose impernent oo mmmmmmmm wnmdnw Further
informaton i avadabie on e Developement Servicas Boanch WaterNet sibe, in gaticular in the

Dwwedopers Manud aqusDOC 2601953,

darns, ly during noessid cpenaton nesgoniy
Supprussing sudh Al duing ocenake Changus 10 the conbolier sepan |
To minirisa the of rut i and alarrra, e

Wit & duwsdoper regquires Deadworks (uscally Salsbulion assdts) earker than he
mmnnw mmmuwcp’nm N e beaducns

=
%
>
W
o
o
N
2
o
»
0
>
O
>
@
=
O
m
—
Z
m
<
2
(=)

" 'Z ancm~‘ ing of an
.wh ek Poedt in
6.5.1 Deadbands and Flters mnwwwwm qumnuw
Al desdbands, input lNrs and debouncs limers shall be set cardfully © Caorstructed Werks Agreement (DCWA).
Speciic procedues spply 1 proects Linded by developers, Imespeciive of whidher thay ane
bya o by ha m and s detdl B
dabils i e Oy Marusd o A Werks The provision of headworks
--IMNS,.-GP o unglinned for, 15 sbove whil with previcusly referred 10
T St e 1L Document A ANSAN ‘piorsar’ dewelopment, ase plinned for and unded by the develoger, than eraferred 10 he
[ ——— Uitz Smepec S0 cocument ks Unomried Comoration whin it agrees 1 bé tha senvice proider.




CYBERSECURITY — ARCHITECTURE GUIDELINES
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FIGURE 2.2 EXAMPLE MEDIUM SCALE WATER AGENCY CENTRALISED SCADA
ARCHITECTURE




CYBERSECURITY - AREAS OF FOCUS

PART 2 - SCADA INTEGRATION WITH BUSINESS POLICIES
Section 12.1 ICT Infrastructure

PART 3 - SPECIFIC GUIDELINES FOR SCADA SYSTEMS

Section 16.7 Design — Non-functional Requirements
Section 20.12 Operate And Maintain

CROSS-REFERENCE OF TECHNICAL AREAS OVER LIFECYCLE

Area High Level Plan, Design, Construct Operate, Maintain,
Requirements Procure Commission Dispose
Architecture Part 2, 11 Part 3, 14 6 Part 3, 20.14
Part 3, 14.7
Part 3, 15.2
Alarms Part 3, 15.8 Part 3, 20.4
SCADA Communications Part 3, 15.3 Part 3, 20.13
Part 3, 15.4
Part 3, 15.5
Part 3, 15.6
FPerformance and Part 2, 7 Part 3, 15.4 Part 3, 19.8 Part 3, 20.2
Specifications Part 3, 19.9 Part 3, 20.3
Part 2, 11 Part 3, 20.9
Part 3, 20.11
HMI Part 3, 15.10 Part 3, 16.3
Control Part 3, 159 Part 3, 2013
Security Part2, 12 Part 3, 167 Part 3, 2012
Trending and Reporting Part 3, 15.13
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CYBERSECURITY — HIGH LEVEL REQUIREMENTS

12 ICT INFRASTRUCTURE
12.1 Rationale/overview

A Water Agency should generally have in place a specific ICT Security policy.
Given the strong interdependency of SCADA systems on ICT infrastructure for
transmission, storage and use, any ICT infrastructure security policy will have a
large impact on SCADA systems and vice versa.

12.2.2 Minimum acceptable requirements

The Water Agency shall conduct arisk assessment on the potential impact of
compromised security on the SCADA system, and use this assessment to inform
stfrategy outcomes.

The Water Agency shall have a defined ICT infrastructure security policy in
place that considers the requirements of a SCADA system to use or be
accessed through ICT infrastructure.

The Water Agency shall have a defined process in place for managing any
changes to legislation, relevant standards or recommendations that may
impact their existing security processes or policies.

For an IT infrastructure security policy, the impact and interaction between the IT
infrastructure backbone and the SCADA system shall consider:
(a) Access to SCADA server control and configuration through COlPEES e —==

?Z;S)Tem. WATER SERVICES
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CYBERSECURITY — PLAN DESIGN PROCURE

16.7 SCADA SECURITY
16.7.1 Rationale/overview

As a Water Agency is responsible for managing critical infrastructure, customer
records, and complex sites the security of a Water Agency SCADA system is
vital. The benefits of taking adequate controls for security have to be measured
against the cost of implementation and the risk of a security breach. This section
provides Water Agency specific advice for SCADA security.

There is substantial literature and guidelines for SCADA system security, in
particularly for critical infrastructure produced by TISN. The full list of appropriate
standards is provided in the references.

16.7.2 Minimum acceptable requirements

The Water Agency shall have accountable resources in place with clearly
defined responsibilities to manage SCADA security

Subject to arisk assessment, the Water Agency shall adopt a documented and
standardised defence in depth approach. This shall include:

(a) Secure access control;

(b) Role and security levels management;

(c) Standardised physical security and access control based on jigies

responsibilities, in line with the Water Agency'’s site access requir e —————

(h) ........ WATER SERVICES
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CYBERSECURITY — OPERATE MAINTAIN DISPOSE

20.12 SECURITY
20.12.1 Rationale/overview

As part of the ongoing security management of the system, this section outlines
general security requirements that shall be considered by a Water Agency.

It is important to ensure that the SCADA system is maintained kept up to date
with the current versions of applications and operating systems to ensure that
known vulnerabilities and performance issues are upgraded in a timely manner.
Using the latest software upgrades may also expose the Water Agency to
software stability risk. The Water Agency shall balance the needs of security
against the risk of availability performance impacts. It is imperative to liaise with
the vendors regarding their procedures for testing their own software
developments and the testing of the interaction of their software with updates
to underlying, possibly third party, operating systems.

20.12.2 Minimum acceptable requirements
20.12.2.1 General monitoring
20.12.2.2 Manage access
20.12.2.3 Asset reqister
20.12.2.4 Specific security upgrades
20.12.2.5 OS patching and application patching
20.12.2.6 Hardware and software upgrades
20.12.2.7 Management of keys
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CYBERSECURITY

AISECTION 3 AND 4 - DESIGN EXAMPLES
AL AINTRODUCTION

This Appendis oulliess. detalied of fopics. d by 3 and 4 oovering
the different stages of Design of @ SCADA systom. This includes SCADA security,
architecture, alam management, conrel and astomation.

A2 ZSCADA SECURITY
A2 2 1 Sysfom Security
(-1 w-mm-mmunmm hh}ﬂpﬂ‘lﬂlﬂl

o compartmentalise gregain the retwon. This shal be g
A trowall proiecied nebwork ction B the SCADA refwors and
Esiormal retwnris.
() A frewall wit Deep Facke! Inspection [DFT} capabiliy iogether with: intrusion
detection ard prevention.
(i ummmmmmmmmnmm
and the busin s ctian o ider I raswark

mmu-mmwlm pl.lﬂ.'l'll P

(k) A Trowall which shall be configured to limil comeranication traffio o that which
Is essantial.

{¥) Modems provided for connection 1o alarm paging services shal b dial out only.
Modams provided for PETH conmection o remote sites shall b conneciod o an
ATU and not commercial- off-the-shall compuler or Reteork equipment. PSTH

should hawe Hayflocks on tham.

(v) Process comtrol natworks shall be autoromous and shall not rely upon the
SCADA nabwork for their operation; remoie sites shall confirss o operabe and
sione data even while there is no radio connecthdly o the SCADA sysiem.

[wiljy Commmanication bebwesn the SCADA neitwork ard Frooess Conbrol neteoris
shall ba hard wingd wherever possiblo.

[viilf] Where serial communication between the SCADA retwor and a Process
Control meteork b unavoidable, ®e RTU and FLC shall be configumed 1o
minimise the danger of reprogramming the PLC or comuption of s control data
via the serial port.

(i) There shal be no commection bobween the Process Conrol networks and
Exiernal Moteoris. The process control networis can include standalona
Etharnal [AD natworks.

[x) Whare radio shall b encrypled. 'With a minimum

slandard of AES-1Z8. This is dependent on available wechnology and hardwane
instaliod af remots Shes.

[} Hardaning the Mobwoek — The nobwerk shall b hardening against threats by
impilementing the faliowing:

(il At the time of first connection of any compuier equipment fo SCADA a revios
shall b carried out o determing which sendcos can be safely disabled without
impaci on normal SCADA operaion.  This shall form parl of the SCADA
standard cperating environmant.

APPENDICIES

WSA 32 — 3006

(i) These sorvices shall bo disabled and shall reguire jusdfication and SCADA
Systemn Adminisiraior auihority o bo re-gnablod.

() AN petaork daemons thal are nol required for legiimate SCADA ard Frooess
Cortrod communication functions shall ba removed.

(W) Mo SCADA workstation, fle sorver, Histodan serar, or genoral pupose
computar which B conmsched 1o the SCADW network shall hase a-mall clen
soltwars Instalksd

(¥) SCADN servers thal reguire the installation of e-mail dient software for alamn
messaging shall have the receipt of e-mails disabled and shall requine
Justication and SCADA System Adminisirator asthority (o be re-anabled.

iv) CINDVD and exdernal USE drive wsage shall be resirkcled fo authodsed users
only.

[vil) The irs@lation of word and spreadshes? softwane on SCADGE
connecied compaiers shall be Emiled 1o those compaiers whare it s strctly
necessary for aperational reasons and subject 0 the case-by-case approval of

[wil] Mo SCADA connecied computer shall have inmrnel browsing software
activated.

A2.7 2EwSNng FLCS = Varkous Farm Fachors

FIGURE A2.25

c-_;“:'
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T ]
Conesction o the Process Group controlier that reguires a large amoun of data shall ks
by means of an Ehermet connecion (Modbus® TCPIP, Profines® or EthematiF=) with the
ultimate selecion of protocol Esing delermined by the abiliy bo supgort nathely the
Proposed connections on both devices. That is, using the branded Metwork inleriace Cards
{ oreboard porls at both the controller, without S use of galeays or Jrd parly cands.

Corrssction %o the Process Group confroller that reguires a small amount of data and
imariscks shall be by moars of hardwiring from a remote 10 node on the now ifstallation.
Whane thene i not a solulon thal moeeis ihe oiloria above the designer and supplies shall
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WSAA Shop: Guidelines and manuals

Home > WSAA Shop > Guidelines and manuals
Sydney Water Codes

, . Guidelines and manuals
Melbourne Retail Water Agencies

Codes There are a total of 7 products in this category.

Name Type Label Date Price
Hunter Water Codes

Failure Modes in Pressurised Pipeline Systems PDF August 2012 Free
WSAA Codes

WSA 302 SCADA Guideline PDF PCOEL January $250.00
Superseded Codes 2016
Compendia H2S Hydrogen Sulphide Control Manual Volume 1 & 2 PDF PPOO7 December 527500

1989

Guidelines and manuals
Australian Sewage Quality Management Guidelines PDF PCO40 June 2012 549500
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Home About us WSAA Shop Publications

Home > Community > Project = SCADA Guidelines Stage 2 (UE-SublE) Project

SCADA GUIDELINES STAGE 2 (UE-SUB16)

The Initial release of the SCADA Guidelines was limilted In scope due to avallakle finance; hence It did not address
fleld eguipment nor Data Analytics/Business Intelligence due to time and resource constraints. At the completion
of the guidelnes, feedback from participating crganisations was that the guidelines should include these areas as
well as a range of other feedback (elghteen to date) for a future release of the Guidelines.

The project proposes to undertake an update to the SCADA Guidaelings (Version 1.0), recently raleased, to expand
the scope to cover fleld equipment and Data Analytics/Business Intelligance In respact to SCADA data The project
would also update the Guideline to address a range of suggestions In relation to the Guideline and In particular to
provide a detalled tool to assist with benchmarking the SCADA Maturity mode

n addition to Increasing the scope of the Guideline the project would also update any errars, omissions or
improvernents {Incuding statutory and regulatory] dentifled prior to the release.

GHD was engaged to deliver this project
The project delivery team for this project are: Michael Wassall (Sydney Water), Jim Baker (Water Corporation), Ross

Foster (54 Water), Danlel Smith Coliban Water), Luke Hellowse Ilfec-*-ctev Russall Riding (Melbourna Water) and
Deva Chinnarajan (Lower Murray Water).

Documents Pa

Al Announcements Evenits

o

‘ -). Last DEI.Y to Register - UE Sub 16 SCADA Guidelines Stage

| T e [ T T T

| WSAAShop | LukeHellowell &' | Logout

GROUP OWNER
Kristy Drzewuckl
Agsat Program Advisor
kristy.drzewucki@wsas .

PROJECT CHAIR

Michael Wassell

mrlchias wasss P e s
chaely '_Ill:-

-
=l

-

=
(72)
>
w
o
5
N
=
(0 o)
(72)
0O
>
O
>
Q)
c
O
m
Z
m
<
N
o




COMMUNITY

Events | Community | Groups | WSAAShop | Luke Hellowell | Logout

-
4

WATER SERVICES

ASSOCIATION OF AUSTRALIA HEEnE WSAA Shop Publications Q

Home > Community

MY COMMUNITY ACTIVITY

MY GROUPS
. . - . -

Who else from my organisation is involved with WSAA? X Community of practice a
30 Oct 2017

N . Network A
Each WSAA member has an organisations page that shows which staff are part of WSAA groups. Once
you are logged into the WSAA community site simply visit your account, click on ‘my community profile,
and click on your organisation. Project v

Energy-efficiency, management,
mitigation, generation -
Information sharing

Electricity procurement and wholesale spot market

exposure PP3-028 Project Handover -
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Discussion posted in Climate Change, Energy and Environment Network a month ago

by Kris Robinson PP3-030 Mechanical, Electrical

Benchmarking - Complete
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