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BACKGROUND – PROJECT NEED

Individual utilities have developed a range of 

standards associated with their SCADA systems 
from the very basic to the highly sophisticated 

dependent upon organisational strategy, size 

or capability. 

These standards are generally prepared in 

isolation and do not provide clear benefits 

across different utilities nor to the wider market 

place in providing SCADA solutions. 

There is also no clear guidance to current 

industry practice in application of SCADA 

systems to water utilities.
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BACKGROUND – STAGE 1 – 2015/16

The Mechanical, Electrical and SCADA (MES) 

CoP recommended a project to produce a 

WSAA endorsed SCADA Guidelines which 

would provide direction in the development 

and implementation of SCADA systems for the 

Australian Water Industry.

It was considered that it would be highly 

beneficial to all water utilities if there were a 

common set of standards or guidelines that 

were available for all aspects of the SCADA 

lifecycle.
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BACKGROUND – STAGE 2 – 2017/18

Expand the scope to cover field equipment 

and Data Analytics/Business intelligence in 

respect to SCADA data. 

Update the Guideline to address a range of 
suggestions in relation to the Guideline and in 

particular to provide a detailed tool to assist 

with benchmarking the SCADA Maturity model.

Update any errors, omissions or improvements 

(including statutory and regulatory) identified 

prior to the release.
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STAGE 1

• Mark Abela (TasWater)

• Jim Baker (Water Corporation)

• Matthew Grills (Barwon Water)

• Luke Hellowell (Seqwater)

• Scott Humphreys (Water NSW)

• Matthew Nicholson (East 
Gippsland Water)

• Ben O’Halloran (Coliban Water)

• Dan Smith (Coliban Water)

• Michael Wassell (Sydney Water)

STAGE 2

• Michael Wassell (Sydney Water)

• Jim Baker (Water Corporation_

• Ross Foster (SA Water)

• Daniel Smith (Coliban Water)

• Luke Hellowell (Seqwater)

• Russell Riding (Melbourne Water) 

• Deva Chinnarajan (Lower Murray 
Water)

BACKGROUND - PARTICIPANTS
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CONTENT - STRUCTURE
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CONTENT - STRUCTURE
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CONTENT - SCOPE
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CONTENT – MATURITY MODEL
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CONTENT - OVERVIEW
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CONTENT – APPENDICIES
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CYBERSECURITY – ARCHITECTURE GUIDELINES
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CYBERSECURITY – AREAS OF FOCUS

PART 2 - SCADA INTEGRATION WITH BUSINESS POLICIES

Section 12.1 ICT Infrastructure

PART 3 - SPECIFIC GUIDELINES FOR SCADA SYSTEMS

Section 16.7 Design – Non-functional Requirements

Section 20.12 Operate And Maintain
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CYBERSECURITY – HIGH LEVEL REQUIREMENTS
12 ICT INFRASTRUCTURE

12.1 Rationale/overview

A Water Agency should generally have in place a specific ICT Security policy. 

Given the strong interdependency of SCADA systems on ICT infrastructure for 

transmission, storage and use, any ICT infrastructure security policy will have a 

large impact on SCADA systems and vice versa.

12.2.2 Minimum acceptable requirements

The Water Agency shall conduct a risk assessment on the potential impact of 

compromised security on the SCADA system, and use this assessment to inform 

strategy outcomes.

The Water Agency shall have a defined ICT infrastructure security policy in 

place that considers the requirements of a SCADA system to use or be 

accessed through ICT infrastructure.

The Water Agency shall have a defined process in place for managing any 

changes to legislation, relevant standards or recommendations that may 

impact their existing security processes or policies.

For an IT infrastructure security policy, the impact and interaction between the IT

infrastructure backbone and the SCADA system shall consider:

(a) Access to SCADA server control and configuration through corporate IT 

system.

(b) ………
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CYBERSECURITY – PLAN DESIGN PROCURE
16.7 SCADA SECURITY

16.7.1 Rationale/overview

As a Water Agency is responsible for managing critical infrastructure, customer 

records, and complex sites the security of a Water Agency SCADA system is 

vital. The benefits of taking adequate controls for security have to be measured 

against the cost of implementation and the risk of a security breach. This section 

provides Water Agency specific advice for SCADA security.

There is substantial literature and guidelines for SCADA system security, in 

particularly for critical infrastructure produced by TISN. The full list of appropriate 

standards is provided in the references.

16.7.2 Minimum acceptable requirements

The Water Agency shall have accountable resources in place with clearly 

defined responsibilities to manage SCADA security

Subject to a risk assessment, the Water Agency shall adopt a documented and 

standardised defence in depth approach. This shall include:

(a) Secure access control;

(b) Role and security levels management;

(c) Standardised physical security and access control based on roles and 

responsibilities, in line with the Water Agency’s site access requirements;

(h) ……..
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CYBERSECURITY – OPERATE MAINTAIN DISPOSE
20.12 SECURITY

20.12.1 Rationale/overview

As part of the ongoing security management of the system, this section outlines 
general security requirements that shall be considered by a Water Agency.

It is important to ensure that the SCADA system is maintained kept up to date 
with the current versions of applications and operating systems to ensure that 
known vulnerabilities and performance issues are upgraded in a timely manner. 
Using the latest software upgrades may also expose the Water Agency to 
software stability risk. The Water Agency shall balance the needs of security 
against the risk of availability performance impacts. It is imperative to liaise with 
the vendors regarding their procedures for testing their own software 
developments and the testing of the interaction of their software with updates 
to underlying, possibly third party, operating systems. 

20.12.2 Minimum acceptable requirements

20.12.2.1 General monitoring

20.12.2.2 Manage access

20.12.2.3 Asset register

20.12.2.4 Specific security upgrades

20.12.2.5 OS patching and application patching

20.12.2.6 Hardware and software upgrades

20.12.2.7 Management of keys
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CYBERSECURITY - APPENDICIES
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ACCESS
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COMMUNITY



W
S
A

 3
0
2
-2

0
1
8
 S

C
A

D
A

 G
U

ID
E
LIN

E
 V

2
.0

COMMUNITY


