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4 April 2022 

Reforms to the Security of the Critical Infrastructure Act 2018 passed by the Parliament 

Dear Critical Infrastructure Stakeholder 

I am writing to provide you with an update on recent legislative amendments that may affect you as a 

critical infrastructure asset owner, operator or other interested party.  

On 2 April 2022, the Security Legislation Amendment (Critical Infrastructure Protection) Act 2022 came 

into effect following Royal Assent.  This Act of Parliament has amended the Security of Critical 

Infrastructure Act 2018.  

Together with the amendments contained in the Security Legislation Amendment Critical Infrastructure 

Act 2021 this completes the legislative reforms that the Australian Government commenced in 

August 2020.  Taken together, these two legislative reforms put in place the Commonwealth framework 

for critical infrastructure protection as well as legislated last resort powers for a cyber security incident.  

Many of you have been involved in the design of these reforms.  As I said at the recent Parliamentary 

Joint Committee on Intelligence and Security hearing, I very much thank everyone who has engaged in 
shaping the reforms.  I have appreciated your ongoing partnership.  I am now keen to build upon our 

established partnerships as we collectively transition to implementation and embed the new approach 

to the protection of Australian critical infrastructure.  

Forthcoming Reforms 
The Minister for Home Affairs (the Minister) has recently undertaken mandatory consultation with critical 
infrastructure entities regarding two obligations contained in the Security Legislation Amendment 
Critical Infrastructure Act: 

1. Register of Critical Infrastructure Assets Reporting Obligation (Part 2):  An obligation to 

provide ownership and operational information to the Cyber and Infrastructure Security Centre. 

2. Mandatory Cyber Incident Reporting Obligation (Part 2B):  An obligation to notify the 

Australian Cyber Security Centre of a cyber-security incident. 

Following this mandatory consultation, the Minister must make a legislative rule to ‘switch-on’ these 
obligations.  The Minister is currently considering making this rule.  While the Minister has not yet 

‘switched-on’ these obligations, I recommend voluntary reporting of cyber security incidents to the 

Australian Cyber Security Centre. 

The class of critical infrastructure assets to which each obligation is intended to be applied is outlined 

in the attachment to this letter.  The attachment states that one or both of the obligations are proposed 
to apply.  Please note, that some critical infrastructure assets captured by the original 2018 Security of 

Critical Infrastructure Act already have the register obligation and this does not change. 

I will write to you with dates of effect once the obligation commences, including dates on the grace 
period.  

New Reforms Passed by the Parliament   
The new legislative obligations in the Security Legislation Amendment (Critical Infrastructure Protection) 
Act 2022 do not commence on Royal Assent.  Obligations are only switched on by a rule or by 
declaration.  Like the above obligations, before making a rule or declaration the Minister must formally 
consult (unless in an emergency) prior to making a rule or declaration.  
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What happens next is that critical infrastructure assets will be formally consulted on either or both of the 

following:  

3. A Risk Management Program (Part 2A) that requires a critical infrastructure assets to create 
and maintain a critical infrastructure Risk Management Program, and 

4. A small subset of critical infrastructure that may be declared Systems of National Significance 

(Part 6A) to which Enhanced Cyber-security obligations may then apply.  

I will also let you know once consultation on these obligations has commenced.  The Minister has 

made it clear in the Security Legislation Amendment (Critical Infrastructure Protection) Act 
Explanatory Memorandum who she intends for the Risk Management Program obligation to apply to.  

This information is also attached to this correspondence.  

If your critical infrastructure asset is proposed to be declared as a System of National Significance, 

you will be individually consulted. Additionally, information sessions and industry discussions will be 

held on Systems of National Significance over the coming weeks.  

What information is available to help implement these reforms? 
The Cyber and Infrastructure Security Centre is committed to working in partnership to ensure these 

reforms are easily understood and can be practically implemented.   

To support implementation, the Cyber and Infrastructure Security Centre will hold a series of information 
sessions regarding implementation of the reforms. Further information about these town halls will be 
made available on the Cyber and Infrastructure Security Centre website at www.cisc.gov.au.  

The Cyber and Infrastructure Security Centre has also prepared factsheets which are available at 

www.cisc.gov.au.  These factsheets will be supplemented by additional detailed guidance material and 

information over the coming weeks and months. 

The Cyber and Infrastructure Security Centre, in collaboration with partner agencies, is also available 
to brief critical infrastructure boards or senior management on the critical infrastructure security reforms.   

Join the Trusted Information Sharing Network for Critical Infrastructure Resilience  

Mechanisms like the Trusted Information Sharing Network for Critical Infrastructure Resilience (TISN) 
are important forums for cross-sector dialogue, and will be key in the Department’s ongoing dialogue 

with industry.  If you wish to join the TISN and are not already a member please contact the CISC at 

enquiries@cisc.gov.au. 

I look forward to working with you as the reforms are implemented and beyond.  If you have any specific 

questions about the reforms you can contact the CISC at enquiries@cisc.gov.au or on 1300 272 524. 

 

Yours sincerely 

 

Hamish Hansford 

Group Manager 

Head – Cyber and Infrastructure Security Centre  

Department of Home Affairs

http://www.cisc.gov.au/
http://www.cisc.gov.au/
mailto:enquiries@cisc.gov.au
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UPCOMING CRITICAL INFRASTRUCTURE OBLIGATIONS  

1. The Register of Critical Infrastructure Assets Reporting Obligation (Part 2) enables the 
Government to identify who owns and controls critical infrastructure assets, board structures, 
ownership rights of interest holders, and operational, outsourcing and offshoring information.  The 
Register requires reporting entities, who are either direct interest holders or the responsible entity of 
critical infrastructure assets, to provide interest and control information and operational information. 
The requirement to provide ownership and operational information to the Cyber and Infrastructure 
Security Centre is proposed to newly apply to the following asset classes: 

i. a critical broadcasting asset 
ii. a critical domain name system 
iii. a critical data storage or processing asset 
iv.  a critical financial market infrastructure asset that is a payment system  
v.  a critical food and grocery asset 
vi.  a critical hospital 
vii. a critical freight infrastructure asset 
viii. a critical freight services asset 
ix. a critical public transport asset 
x. a critical liquid fuel asset 
xi. a critical energy market operator asset 
xii. a critical electricity asset that was not a critical infrastructure asset immediately before the 

commencement of section 18A of the Act, and 
xiii. a critical gas asset that was not a critical infrastructure asset immediately before the 

commencement of section 18A of the Act.  
More information can be found here:  Register of Critical Infrastructure Assets (cisc.gov.au). 
**  Note there are exemptions in place for a number of sugar mills.  
** The Register has a grace period of 6 months.  
 
2. Mandatory Cyber Incident Reporting Obligation (Part 2B), through the Australian Cyber 
Security Centre, builds the richest picture of cyber incidents impacting critical infrastructure in 
Australia.  Results of reporting provides better technical advisories and provision of tactics, 
techniques and procedures of threat actors for industry.  The requirement to notify the Australian 
Cyber Security Centre of a cyber-security incident is proposed to apply to the following asset classes: 

i. a critical broadcasting asset 
ii. a critical domain name system 
iii. a critical data storage or processing asset 
iv.  a critical banking asset 
v.  a critical superannuation asset 
vi.  a critical insurance asset 
vii. a critical financial market infrastructure asset 
viii. a critical food and grocery asset 
ix. a critical hospital 
x. a critical education asset 
xi. a critical freight infrastructure asset 
xii. a critical freight services asset 
xiii. a critical public transport asset 
xiv. a critical liquid fuel asset 
xv. a critical energy market operator asset 
xvi. a critical port 
xvii. a critical electricity asset 
xviii. a critical gas asset 
xix. a critical water asset, and 
xx. a critical aviation asset that is any of the following: 

o a designated airport;  
o an asset used to perform an Australian prescribed air service operating screened air 

services that depart from a designated airport;  
o  a cargo terminal that is owned or operated by a regulated air cargo agent that is also 

a cargo terminal operator; and is located at a designated airport.  

More information can be found here:  Cyber Security Incident Reporting (cisc.gov.au). 
** The Cyber Incident Reporting has a grace period of 3 months. 

https://www.cisc.gov.au/critical-infrastructure-centre-subsite/Files/register-of-critical-infrastructure-assets.pdf
https://www.cisc.gov.au/critical-infrastructure-centre-subsite/Files/cyber-security-incident-reporting.pdf
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NEW CRITICAL INFRASTRUCTURE OBLIGATIONS FOR CONSULTATION  

3. Risk Management Program (Part 2A) 

The Risk Management Program seeks to embed preparation, prevention and mitigation activities into 

the business as usual operating of critical infrastructure assets, ensuring that the resilience of 
essential services is strengthened.  

The Risk Management Program establishes a baseline security standard across Australia’s critical 

infrastructure by requiring entities proactively identify and mitigate security risks relating to cyber 

security, physical security, supply chain security and personnel security. Draft Risk Management 

Program rules setting out the detailed requirements for the risk management program, were included 
in the Explanatory Memorandum to the Security Legislation Amendment (Critical Infrastructure 

Protection) Act 2022.  

In recognition of recent challenges faced by some critical infrastructure sectors the Minister for Home 

Affairs advised that she will not consider turning on the Risk Management Program until at least  

1 January 2023 for critical freight services assets; critical freight infrastructure assets; and critical food 
and grocery assets. 

The Minister for Home Affairs also indicated her intention that the Risk Management Program would 

apply to only the following asset classes: 

i. critical electricity assets 

ii. critical energy market operator assets 

iii. critical gas assets;  
iv.  critical liquid fuels assets 

v.  critical water and sewerage assets 

vi.  critical financial market infrastructure assets that are a critical payment system (other critical 

financial market infrastructure assets will not be captured) 

vii. critical data storage or processing assets 
viii. critical hospital assets 

ix. critical domain name system assets, and 

x. critical broadcasting assets. 

The Risk Management Program is subject to mandatory consultation prior to implementation. This 

will commence following Royal Assent. 

More information can be found here:  CISC Factsheet - Risk Management Program 

4. Systems of National Significance (Part 6A) 

Systems of National Significance are a Minister for Home Affairs declared smaller subset of critical 

infrastructure assets that are of national significance.  Systems of National Significance are those 

assets that could have significant consequence to our social and economic stability, defence or 

national security if impacted.  Systems of National Significance are those assets that have one or 
more interdependencies with other critical infrastructure assets. Declaration of a system of national 

significance is subject to mandatory consultation. This will commence after Royal Assent.  

If declared a System of National Significance, the Secretary of Home Affairs may require an entity to 
have any of the following Enhanced Cyber Security Obligations: 

o develop a cyber security incident response plan to prepare for a cyber incident  
o undertake a cyber security exercise to build cyber preparedness  
o undertake a vulnerability assessment to identify vulnerabilities for remediation  
o provide system information to build Australia’s situational awareness. 

 
More information can be found here:  CISC Factsheet - SoNS and ECSO 

https://www.cisc.gov.au/critical-infrastructure-centre-subsite/Files/cisc-factsheet-risk-manangement-program.pdf
https://www.cisc.gov.au/critical-infrastructure-centre-subsite/Files/cisc-factsheet-systems-of-national-significance-enhanced-cyber-security-obligations.PDF

