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8 April 2022 

Implementation of industry obligations in the Security of Critical Infrastructure Act 2018

Dear Critical Infrastructure Stakeholder 

Subsequent to my correspondence of 4 April 2022, I write to provide you with a further update on 
implementation of the Security of Critical Infrastructure Act 2018 (the Act).  

I advise that the Minister for Home Affairs has signed a legislative instrument to ‘switch on’ two 
obligations: the Mandatory Cyber Incident Reporting (Part 2B) and the Register of Critical 
Infrastructure Assets Reporting Requirement (Part 2).  The instrument (attached to this 
correspondence) has been tabled on the Federal Register of Legislation and comes into effect today 
(8 April 2022).  

The Mandatory Cyber Incident Reporting Obligation has a grace period of 3 months (8 July 2022) to 
enable effective transition.  The class of critical infrastructure assets to which this obligation applies is 
under the heading ‘Part 2B’ in the instrument.  If your critical infrastructure asset is listed, this enlivens 
an obligation to report to the Australian Cyber Security Centre’s cyber.gov.au/report, of cyber security 
incidents, of certain thresholds, impacting your critical infrastructure asset.   

The Register of Critical Infrastructure Assets Reporting Obligation has a grace period of 6 months 
(8 October 2022) to enable effective transition.  The class of critical infrastructure assets to which this 
obligation applies is under the heading ‘Part 2’ in the instrument.  This is a requirement to provide 
ownership and operational information to the Register of Critical Infrastructure Assets.  Please note 
that there is an existing requirement for some critical infrastructure assets that were captured by this 
obligation since 2018 and this requirement has not changed.  

I also advise that Minister for Home Affairs has commenced consultation with a very small number of 
priority critical infrastructure assets proposed to be designated as Systems of National Significance.  
The Cyber and Infrastructure Security Centre is working directly with these critical infrastructure 
assets. 

Finally, I should also like to reiterate that the Cyber and Infrastructure Security Centre is committed to 
working in partnership to ensure these reforms are easily understood and can be practically 
implemented. To support implementation, the Cyber and Infrastructure Security Centre will hold a 
series of information sessions with a Town Hall Briefing Session to be held on  
Wednesday 13 April 2022 at 12:00 AEST.  Click here to join the meeting. 

For more information, please contact us via email at: enquiries@cisc.gov.au, telephone us on: 
1300 272 524 or access our website at: www.cisc.gov.au.  

Yours sincerely, 

Hamish Hansford

Group Manager 

Head – Cyber and Infrastructure Security Centre  

Department of Home Affairs

https://www.cisc.gov.au/critical-infrastructure-centre-subsite/Files/cyber-security-incident-reporting.pdf
https://www.cyber.gov.au/acsc/report/report-a-cyber-security-incident
https://www.cisc.gov.au/critical-infrastructure-centre-subsite/Files/register-of-critical-infrastructure-assets.pdf
https://www.cisc.gov.au/compliance-and-reporting/overview/reporting
https://www.cisc.gov.au/critical-infrastructure-centre-subsite/Files/cisc-factsheet-systems-of-national-significance-enhanced-cyber-security-obligations.PDF
https://homeaffairs.webex.com/homeaffairs/j.php?MTID=mdc15a14aed5d54953f1e47d422fa32bd

